What is the LSCB (Lincolnshire Safeguarding Children Board)
Lincolnshire Safeguarding Children Board is a statutory multi-agency board made up of
representatives from the Local Authority, Police, Health Service, Probation Trust, Youth
Offending Service, the Voluntary Sector and others.
Our vision is that every child and young person in Lincolnshire is safeguarded via the provision
of accessible, timely, co-ordinated, high quality multi-agency services to children, young
people and families.
Useful links to resources and useful websites:
www.thinkuknow.co.uk - A one stop shop for internet safety. Age appropriate sections for
children and young people, as well as a section for parents and professionals.
www.internetmatters.org - A site created by some of the biggest Internet Service Providers in
the UK. Designed to help parents with information on parental controls and advice on keeping
children safe online.
www.netaware.org.uk - Learn more about the most popular apps used by children and young
people. Includes reviews from children and parents, as well as guidance on what is the right
age for children to use them.
www.childline.org.uk - Free and confidential help for children and young people in the UK.
www.lincolnshire.gov.uk/lscb/ - The LSCB produces monthly briefing sheets on the latest apps
used by children and young people, as well as offering training on Sexual Exploitation and
Online Safety.
If you have concerns about the immediate safety of a child, you can call Lincolnshire Police on
101 or, in an emergency, dial 999.

Please be aware that a lot of apps
have an age limit of 13+ years on
them. Therefore no child under
the age of 13 should have certain
apps on their electronic devices.

What is Instagram?

Instagram is a photo based social network which launched on iPhones in
2010 and was brought by Facebook in 2012. Boasting 700 million users
worldwide, Instagram is a popular alternative for Facebook amongst
children and young people, and is especially popular amongst older
primary age children, even though it is not designed to be used for that
age group. Many teenagers use it instead of Facebook because it’s not
a platform that their family uses so there is usually less online
moderation from parents and carers.
Instagram allows you to create a profile and share
pictures with friends (known as Followers). Your
followers can then ‘like’ or comment on your
photos. Your profile can include a Bio section which
you can use to describe yourself and include links to
other sites or apps. All the pictures you share are
accessible to other users who visit your profile.
There are a number of other features including the
ability to direct message your Followers (called
Instagram Direct), share short videos and send
pictures which will only be available to view for a
short amount of time - similar to Snapchat. Other
users who don’t follow you can still send you direct messages.
When pictures are shared you can include a caption and hashtags to make it easier for other
users to find when searching or to get involved in online campaigns such as #nomakeupselfie
for charities.

Do age restrictions apply?

Yes, they do! Instagram, due to personal information laws in the US, requires users to be over
the age of 13 to create an account. As Instagram does not ask users their date of birth when
they sign up, many assume that there is no age limit.
It’s also worth noting that Instagram isn’t always rated correctly in App Stores which can cause
confusion. Always refer to the terms and conditions of any app for the correct age limit.

Are there any privacy settings/controls?

Yes. Instagram gives you control over who can see the photos you post - they can be public so
everyone can see or you can set your account to ‘private’ so only your Followers can see. Not
everything is hidden by a private account though as your profile picture and bio (the little bit
about yourself) cannot be hidden. They will always be public.
Setting your account to ‘Private’ is really easy to do. Just pop to your profile, click on the
gear symbol at the top and scroll down to the Private
Account option. When you switch to a Private Account it
won’t change anything for your existing Followers but anyone
who wants to see your pictures will need to send a Follow
request.
As there is the potential for users to write offensive
comments, Instagram gives you the ability to hide
inappropriate comments. Go to the Comment section of your
account options and turn on the keyword filter - it will block
phrases and words commonly reported as offensive, and gives
you the option to add your own.

Things to think about
Followers

Many children and young people feel that they need to have more
people Following their accounts than their friends, which can lead to
a large number of strangers being able to see the pictures they post.
It’s important to encourage the use of a Private Account, as well as
discussing who they should allow access to their personal pictures.
Teach them to block other users who are asking for or sending
inappropriate things, and anyone who is being abusive, and don’t
forget to report them to Instagram - they might be doing the same
thing to other users. To block and report just click on the icon in the
top right, then select what you want to do.

Personal Information

As Instagram allows users to share their pictures with 700 Million
other users, it’s important to discuss what is appropriate to share
and what is not appropriate. Are they happy for a huge number of
other people to see and potentially save the pictures that they post?
Choose an appropriate profile picture which does not show what they look like. Many users
choose something which relates to them to make it easier for their real friends to identify
them. Use a picture of a pet, or favourite cartoon character, or even a picture of their
favourite food! If they do choose to use a picture which includes their face, make sure they
obscure their features by using some of the ‘filters’ included in other popular apps. Any
picture posted onto Instagram could be copied by taking a screenshot and pictures can also be
‘saved’ on the Instagram app to be viewed again without going back to the profile and finding
it.
Keep the bio short and sweet, making sure not to include links to other accounts like Musical.ly
or Facebook, and never include personal information like, age, phone number or usernames for
other social apps. It’s always better to check before posting things than risk someone copying
it before they delete it.

Celebrity Accounts

A huge number of celebrities use Instagram as a way of engaging with their fans and to
promote their ‘Brand’. While many celebrities use Instagram to promote positive causes, many
also use the app to promote products and services which they have been paid by companies to
do. A number of celebrity users do not always make it clear that they have been paid to
promote, even though they are required to by advertising standards in the UK and US. Find out
who they follow and make yourself aware of who their online influences are, and discuss that
people are not always honest about things when they share them online.
There has been a rise in the number of offenses involving children by individuals using fake
accounts of popular figures to groom children and young people. These users pose as
celebrities such as Justin Bieber and Harry Styles, pretending to be using their ‘real’ Instagram
account. Instagram offers a verification service which enables celebrities to prove it is their
real account. Verified users will have a blue tick next to their username to prove it is an
official account. If it doesn’t have a tick, it’s not going to be them no matter what they say to
the contrary.

Want to learn more?

Instagram Help:
https://help.instagram.com/
Report including simplified Terms and Conditions for Instagram:
http://www.childrenscommissioner.gov.uk/publications/growing-digital

What is Pokemon Go?

Pokemon Go is an Augmented Reality (AR) game where players walk
around the real world and catch Pocket Monsters (Pokemon). There
are 150 Pokemon in total and the aim is to catch them all by
‘throwing’ a Pokeball at them through a swipe on your phone screen.
The app uses the GPS in your phone to show where you are in the real
world through a map. Some Pokemon will only appear in certain
areas such as fields, near water and in built up areas. Pokemon can
be captured using a Pokeball or ‘hatched’ from an egg-you will need
to walk a certain distance to hatch your egg, either 2km, 5km or 10km.
Pokemon Go WILL require a player to travel to different locations in order to catch different
Pokemon, especially if you live in a village or a small town.

Do age restrictions apply?

Yes, you need to be over the age of 13 to set up an account. The app
does allow a parent to set up an account for their child to use if they
are not 13 yet. You can either set up an account using your Google
email address or by setting up a Pokemon Trainer account-both of
which have a 13 age requirement.

Are there any privacy settings/controls?

The app doesn’t currently offer any online
chat facility. You are asked to set up a
username but this cannot be seen by other
users unless you leave one of your Pokemon at
a gym. You are represented in the game
through an Avatar (a digital character) which
can only be seen when one of your Pokemon
occupy a gym. The app will track where you
go through the GPS location and will also store the users name, age
and email address.
It’s also important to note the Pokemon Go, like many other ‘Free’
mobile games, has it’s own virtual currency to enable players to
purchase additional Pokeballs as well as other items which help
players. Pokecoins can be earnt by taking over a Gym (although only
a small number of coins are on offer) or by purchasing them through
the app.

Always ensure that you have set your
smartphone to ask for a password for every purchase, otherwise it
may end in a very expensive phone bill!

Things to think about

Pokemon Go requires players to travel on foot to different locations, carrying their smart
phone. This gives the game some rather unique risks when compared to other games: as all
interactions with other players will be in the real world:
Strangers
Pokemon Go encourages people to get together in the real world. Gym’s
and Pokestops are usually the places where people congregate which
means that children and young people may meet and engage with
strangers.
There have been some reports of children being encouraged to follow
strangers to find ‘Rare’ Pokemon-ensure children know to stay in groups
of friends and to never follow a stranger, even if they are with their
friends-Pokemon appear randomly so there is no way of knowing which
ones will pop up. If a situation feels uncomfortable or unsafe, get to a
safe, public place.
The safest way to play Pokemon is as a family or with a trusted adult.

Personal Safety

Ensure children know how to stay safe outside and to be aware of the
risks around them. Crossing roads can be dangerous if they are too
focussed on their mobile device, as well as other obstacles such as
people and lamp posts.
The game will always let you know when Pokemon are near by vibrating,
which means that it isn’t necessary to stare at your device the whole
time. Playing with an adult can be a great way to help them have fun
but keep them safe.

Respect

Make sure that children know to show respect to other people when
playing-this includes respecting other people’s property.
It’s not
necessary to trespass in order to play: If you can see it on the screen,
you can catch it! It’s also important to remember that some Pokemon
and Gym’s are found around churches and graveyards-it’s vital to think
about other people when playing the game.

Want to learn more?

NSPCC Guide to Pokemon Go for Parents:
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/pokemon-go-parentsguide/
Pokemon Go Terms of Use:
https://www.nianticlabs.com/terms/pokemongo/en

What is Live Streaming?

Live streaming is a service offered online which allows you to broadcast a live video recording
from your phone, tablet or games console. The camera attached to your device is used to
record the footage which can be seen, unedited, by other users on

Twitch is a live
streaming
service
designed for gamers.
It allows it’s users to
record
themselves
playing
games
(including
any
dialogue spoken over
a headset).
Other
users can search for
streams
featuring
their favourite games.

Facebook
now
offers users the
ability to record
video
through
their phones or
tablets which can
be seen live on
their
profiles.
This
can
be
watched by friends
or, potentially, by
other users.

YouTube also offers
a streaming service.
You can broadcast a
live video through
your
YouTube
Channel (your profile).
Your Live
Stream
will
be
archived on your
YouTube Channel.

Periscope was one
of
the
first
streaming services
to gain popularity.
Owned and run by
Twitter, this service
will automatically
post
your
live
stream
to
your
Twitter profile.

Do age restrictions apply?

As many of these services are run by companies like Facebook, Twitter and Google, all
streaming services require users to be over the age of 13. Twitch, additionally, requires
anyone between the age of 13 and 18 to use the service under adult supervision as many of the
games featured are rated 18, covering very adult themes.

Are there any privacy settings/controls?

All popular streaming services offer privacy settings, however these settings differ greatly
depending on which service you use. By default, these services will automatically broadcast
you publically unless you state otherwise but this is not the case for all of them:
Facebook-Any live video you share on your timeline will be seen by anyone who can see your
profile normally. If you have set your profile to ‘Friends Only’ then only your friends will see
it. Any video set to ‘Public’ can potentially be seen by any Facebook user. It will stay on your
timeline until you delete it.
Twitch—Twitch automatically share your broadcasts publically. There is no way to share a
private broadcast. It will stay on your profile until you delete it.
Periscope—You can set it to ‘Public’ or just to your ‘Followers’. You can set Periscope to
automatically delete your broadcast after 24 hours-this is not set by default.
YouTube—It will display your broadcast based on your Channel (Profile) setting-Public, unlisted
or private. It will stay online until you delete it.

Things to think about?
Privacy

While live streaming can be a useful tool for celebrities and businesses to build interest in their
brand, it allows users to broadcast live to a huge number of individuals.
Using a private stream, one which you can signpost your real friends to, can be a great way to
safely stream, but many children and young people do not have appropriate privacy settings so
can sometimes be broadcasting to hundreds or thousands of strangers.
Check your privacy settings to ensure you know who can see your stream, BEFORE you start
recording.

Personal Information

Live streaming can offer users the chance to engage with individuals during the broadcast
through a chat feature, but what is OK to reveal? What are we already sharing through the
broadcast?
Streaming live video wearing a school uniform can give away your location, but are we happy
for strangers to see the inside of our bedrooms? What about if we live stream outside and
share street names, local shops or even the outside of our house? If you wouldn’t share it with
a stranger in the street, keep it out of your broadcast.

Digital Footprint

Different streaming sites have different rules when it comes to saving and storing live streams.
Periscope will delete your live stream after 24 hours, but other sites like Facebook and
YouTube will allow people to view a copy of your live stream for days, months or years
afterwards.
If you wouldn’t say it to a group of people, or to family members, keep it off your live stream.
There is no undo-as they say on Reality TV “ You are live on air, please do not swear!”

Copyright

Recording a film inside a cinema can get you in a lot of trouble, but what if you live stream it?
What if you play some music in your broadcast or show what you are watching on TV?
Live streaming can lead you to break copyright law in the UK, with all the evidence clearly
available through the service. Some individuals have fallen foul of this law and it has resulted
in their channel being shut down or a massive personal fine.

Want to learn more?
YouTube Safety Centre: https://www.youtube.com/safety
Facebook Safey Centre: https//www.facebook.com/safety
Twitch Help: https://help.twitch.tv
Periscope Help: https://help.periscope.tv

What is Musical.ly?
Musical.ly is an online social network, available for phones and tablets, which will
let users share a 15 second video using popular chart songs as background audio.
Users (or Musers as they are known) can lip sync, dance or create short funny
skits which are then shared with their followers or, depending on privacy
settings, other users of the site.
You can comment on other user’s videos, and
they can comment on yours. You can show
your appreciation by giving ‘Hearts’ - similar
to ‘Liking’ on Facebook and Instagram.
You can also use the #Hashtags when you post
a video to join in with challenges or to share a
‘Musical’ around a theme.
Musical.ly also comes with a Direct Messaging
service, allowing users to communicate privately with their ‘Followers’.
Musical.ly has also recently included a live streaming service,
called Live.ly, where users can broadcast what they are doing
live to other Musical.ly users.
The live stream appears
automatically in your Musical.ly feed. To live stream you will
need to download the Live.ly app and sign in with your Musical.ly
account.
You can chat and ask questions during the live stream, send virtual gifts and
give ‘Hearts’. You also have the ability to take a screenshot of the stream
and easily share it to another service like Instagram.

Do age restrictions apply?

As Musical.ly collects and shares personal information, the same rules apply when it comes to
age—you need to be over 13 to create an account—although the terms and conditions do state
that by creating an account you confirm that you are over the age of 18!
Musical.ly allows users to report under age users which enables them to delete the account of
under 13’s. The same age requirement applies to Live.ly as well.

Are there any privacy settings/controls?

As Musical.ly allows users to share videos, amass followers and chat directly, you are given the
ability to create a private account. This will stop users from following you unless you approve
and will keep your Musicals within your friends group. By default, your account will be PUBLIC.
There are also features in the app which allow you to share your Musicals
on other social networks like Facebook and Instagram—Musical.ly privacy
settings do not apply, it will depend on how private you have set your other
accounts.

Things to think about
Privacy

Always make sure you understand who can see your Musicals and follow
the rules for posting things online—no phone numbers, emails or
addresses. It’s also important to remember that the app can be used in
bedrooms and there have been a number of users who have posted
videos wearing their school uniform. Set some basic rules around what
can and what can’t be shared online.
If you stream a video live through Live.ly—there are no privacy settings
currently to manage your audience. The live video you record will also
appear on your profile, it won’t just disappear afterwards.
It’s also worth knowing that there is no feature in Musical.ly which
allows you to delete your account, although they have assured users
they are working on one. The only way to remove the content is to
either delete it all manually or to report the user as underage. There
is no other option so once an account has been created, it’s going to be
there for a long time.

Not everything is appropriate

Some of the criticism around Musical.ly is that some of the song lyrics are not appropriate for
children, many feature explicit lyrics, offensive words and can sometimes be of a sexual
nature. There have also been concerns over the type of content that others have posted.
Although Musical.ly has rules against pornography and other graphic content, they do not check
videos before they are uploaded and as a result, some children have seen highly inappropriate
pictures and videos shared by adults. If you see something inappropriate it can be reported to
Musical.ly directly, allowing them to remove the content and reprimand the user.

It works like other social networks

Musical.ly and Live.ly are designed to share your information with as many people as they can,
but you are still in control of who you accept as a friend. This also means that if you don't
want someone to see your content, or they have sent abusive or inappropriate messages you
can BLOCK them. Make sure that all users know how to block BEFORE they start using the app,
that way they will know what to do to stay safe if anything happens.

Want to learn more?

A Parents Guide to Musical.ly from Parent Info:
http://parentinfo.org/article/a-parents-guide-to-musically
Muical.ly official parent guide:
http://musicallyapp.tumbler.com/parents

What is Snapchat?

Snapchat is a messaging app which allows users to send pictures or videos
to each other which ‘disappear’ after being viewed. Users can set a
maximum length of time that the pictures are visible for (up to 10
seconds), although users can also set a series of images which can be
viewed for 24 hours called a Story.

You can edit the picture in the app by ‘drawing’ on it,
adding a filter (called Lenses) to change the way you
look into something different and you can also include
text in the picture. Snapchat gives you the ability to
save your own ‘Snaps’ but currently wont let you save
others (although there are other ways they can be
saved).

While most of the content available in the app is user
generated, some news agencies and companies use Snapchat to
advertise products and services through the discover feature. It
is used by a huge number of celebrities, who you can add as
‘friends’ to ensure you see every Snap they share.

Do age restrictions apply?

Yes, you need to be over the age of 13 to set up an account.
Any app or site which collects any personal information (name, email, pictures) requires users
to be over 13 due to legislation in the USA. It’s important to remember that when a Snap is
sent to anyone, it is stored on Snapchat’s servers until they delete it—which they don't
guarantee will happen once it has been viewed.

Are there any privacy settings/controls?

Snapchat gives you the ability to share your ‘Stories’ with
everyone and allows anyone to try
and add you as a friend. The app also gives you control over some of it’s features.
Be default, only your friends can see your ‘Story’ and only your
friends will be able to send you snaps. Both of these options can
be changed to ‘Everyone’.
Another feature which many users forget when they send Snaps
is the ‘Replay Snap’ function. This allows you to look at a snap
you have already seen recently, and look at it again. You only
get one replay per day, but in the USA you can purchase
additional replays. This is something they’ve trialled in the UK
in the past.

Things to think about

Snapchat gives users some amazing technology but also a great deal of responsibility as the app
can be easily misused:

Sexting

One of the biggest issues we find with Snapchat is the sharing of indecent images. Adults and
Teens have used the app to send pictures of themselves in a state of undress or completely
naked because they think the picture will vanish after 10 seconds. But there are some pictures
which should never be taken.
Taking, sending or saving an indecent image of anyone under the age of 18 is against the law
and comes with some potentially life changing repercussions but just because a child or young
person has sent one of these images to someone doesn’t mean they’ll go to jail. If someone
has sent an image to someone and that person is using it as a way to blackmail them, they
need to tell a trusted adult. The sooner we know, the sooner we can help.

Never really gone

Many teens forget how easily someone can take a screenshot of the picture on a phone,
meaning that a 10 second picture can stay around forever. Although Snapchat will warn the
user that a Snap has been saved, it’s too late to unsend it. Once someone has a copy, they can
show anyone they like or send a copy to their friends which can be incredibly distressing to the
person in the Snap. Never send anything on Snapchat that you wouldn’t be happy for someone
to keep a copy of or that you’d be OK for a parent or teacher to see.
It’s also important to know that some users have sent offensive Snaps, or used it to bully their
peers because they think the evidence will disappear. As with any form of online bullying, it’s
important to save a copy to show someone—screenshotting that horrible Snap will help people
understand what it happening.

Talk about appropriate sharing

We think that children and young people know what they can take a picture of, but have we
ever spoken to them about it? It’s easy to think that because they are experts at using the
technology we wont need to talk to them about how they actually use it. Give some guidance
around when, where and what they can photograph, and consider setting some photo-free
zones at home—bedroom, bathroom, toilet being just a few rooms which may not be the best
place for pics to be taken.

Want to learn more?

Snapchat: A How to Guide for Parents from Internet Matters:
https://www.internetmatters.org/hub/guidance/snapchat-safety-a-how-to-guide-for-parents/
Snapchat Support:
https://support.snapchat.com/en-GB
Sexting: What you should know from Internet Matters
https://www.internetmatters.org/issues/sexting/

Snapchat: What is the Snap Map?

Snapchat have added a new feature to the app which has raised a number of
concerns over users privacy and safety. The feature is called the Snap Map and
allows you to share your location with your friends on Snapchat.
“With the Snap Map, you can view Snaps of sporting events,
celebrations, breaking news, and more from all across the world. If you and a
friend follow one another, you can share your locations with each other so you can
see where they’re at and what’s going on around them! Plus, meeting up can be a
cinch.” Snapchat, 2017.
To access the Snap Map just go to the camera screen where you would normally
take your Snaps and pinch the screen to zoom out. The map will show the location
of events nearby, as well as the location of your Snapchat friends.

Are there any privacy settings/controls?

Before you start using the Snap Map, the app will ask you if you want to
share your location and will present you with 3 options. Ghost mode
will hide your location from your friends; My Friends will share your
location with anyone you have added as a Snapchat friend; Select
Friends will allow you to share your location with a limited number of
friends selected by you.
You cannot use Snap Map without choosing one of these options first
and the app will not broadcast your location without you agreeing to it
first - It is an Opt-in service.

Too Much Information

The GPS location displayed on
the Snap Map is incredibly
accurate and the map is quite
detailed, including school names, hospitals, points of
interest and all road names. It is possible to share
your location and for someone to know almost exactly
where your house is, or at the very least your road
name or local school.
Many Snapchat users, young and old, have added
people they don’t know as Snapchat friends and may
not be aware that the oversharing of information has
the potential to put them at risk of threats, blackmail
and exploitation.
Please check whether your child has enabled location
sharing within the app. We should encourage all users of
the app to ensure that Ghost Mode is activated by visiting
the settings page (click the gear symbol in the top right
corner to access this).
Learn more at snapchat Support:
https://support.snapchat.com/en-US/a/location-snapmap

What is Yellow?

Yellow is an app which allows users to meet strangers and contact them
through Snapchat using a similar ‘swiping’ system to the popular adult
dating app Tinder. Using the GPS in your device, the app will show you the
profile of users based on gender, age and location—it can match you with
people nearby or in different countries by letting you view profiles of other
users. The creators have called it ‘virtual flirting app’ and it has been
dubbed ‘Tinder for Teens’. Yellow is in no way affiliated with Snapchat,
or any other services you can link to it.
You can create a profile with numerous images and short videos and
can also link your Instagram and Musical.ly accounts to your profile,
allowing other users to see your most recent posts through these apps.
You can also use emoji’s to ‘describe’ you or your personality. Many
users use emoji which may reveal a little more about their age or their
reason for using the app.

Do age restrictions apply?

Yes, the app has a minimum sign up age of 13, similar to other social
networks. The app has been rated as 17+ on Google Play but 12+ on
the Apple Store.
At no point is your age verified and you can change your age in your
profile settings but if you change it too many times the app will
restrict you.

Are there any privacy settings/controls?

Not really. Yellow is designed to connect you with strangers so there is no way to limit access
to your profile, even if you swipe left. The only privacy option you have is to hide the city you
live in, but you cant hide anything else! If you set your age as being under 18 (but over 13),
the app only allows other under 18’s to contact you. However,
many teenagers set their age as higher in order to access adult
users, which also allows adult users to search for 18+ users and
see their profiles.
Yellow does include a limited reporting feature, and you do have
the ability to unfriend someone but only after a match has been
made. There is currently no way to block people from seeing your
account.

Things to think about
Inappropriate Contact

There is an expectation from some users that a ‘match’ indicates a
physical attraction to the other person, and that they will be willing
to share ‘Nudes’. Some users will post profile pictures with a
caption asking that exact question.
Once a match is made, you can add them on Snapchat allowing the
user to send messages and see your Snapchat story (a series of
pictures sent to all Friends). We should talk to our children about
strangers and friendships—what is a real friend? Its important that
they understand a friend can never be someone they meet online
and definitely someone who they should never meet in the real
world—no matter who they think they might be!

Too Much Information (TMI)

Yellow gives you ability to link some of the most popular social
media apps, with many users bypassing the ‘match’ system by posting pictures of their Snapchat or Instagram users names—meaning people can directly add them
as friends or become followers.
As the app encourages users to chat to people based purely on photographs, some users feel
they have to post pictures which will attract attention—boys will post topless pictures while
girls will post pictures that focus on their breast or will wear very little clothing.
Your name, age and (if you haven't hidden it) your town or city will be shared with everyone.
Some underage users will also post pictures of themselves wearing their school uniform or with
their friends. Many users will simply lie about their age but post their real age in brackets
after their name.

It’s a Dating App

We cannot stress strongly enough that this app is primarily used as a virtual dating service.
The purpose of this app is to help you connect and communicate with strangers who might be
attracted to you.
Please check if your child has installed Yellow on their phone or tablet. Talk to them about
strangers talk about information which is appropriate to share online and, if you are concerned
about what they may be posting or sharing online, keep technology out of bedrooms and
bathrooms or have an open door policy at home when they are using their devices in their
bedrooms.

Want to learn more?

Yellow Safety Centre:
http://safety.yellow.co/
For online safety advice regarding grooming, online bullying and sexting:
https://www.thinkuknow.co.uk/parents/

What is Roblox?

Roblox is free to play 3D online multiplayer games which can be played on
most devices. Players create an Avatar (a digital representation of
themselves) and can play a vast number of mini-games with other players.
Many of the games have been created by other Roblox users.
Players can chat to each other while playing any of the games, and you have
the ability to add people to a ‘Friend’ list. The
game is currently available on X-Box One,
Windows 10, Apple devices and android
devices.
As the game is designed for players of all ages,
Roblox includes some safety features to give all
players a safe and fun experience.
They utilise an active word filtering system
which will proactively block certain words like
swear words and replace them with ###### in
both the public chat and personal messages. They also employ a team of moderators who
monitor chat activity on the games.

Do age restrictions apply?

There are no age restrictions for creating an
account, but users who are over 13 get access
to an expanded vocabulary list and the ability
to adjust some settings such as being able to
privately message other users who are not on
their ‘ Friend’ list and linking social media
accounts (Facebook, Musical.ly and more).
It’s also important to know that some games
have been designed for adults by adults so may feature some mature themes - always check
the game before letting them play.

Are there any privacy settings/controls?
Yes. If your child has set their age to
under 13, Roblox will place them on a
restricted chat system automatically. This
means that they will only be able to
directly message and be messaged by
other users who are on their ‘Friend’ list.
The filtering system is automatically
enabled and will block certain words and
phrases from being shared, including your
password!

Parents can also use a PIN code to make sure
that the settings cannot be altered without it.
There is also the option to control who can
send you messages (friends or no-one), as well
as completely turning off the chat function
throughout the app.

Things to think about
Strangers

Roblox is a game designed to
encourage playing with people you
don’t know which makes it popular
for children, teens and adults alike.
While the game is designed to keep
children as safe as it can, they may
still be playing with people who they
think are children, but might be
adults - there is no maximum age
limit on the app.
Consider turning off the chat option
and talk to them about the difference
between a stranger and a friend.
Only add people to your ‘Friend’ list
who you know in the real world.

Bullying

Although Roblox tries to stop
inappropriate and offensive messages,
just like in the real world, it is not
always possible to do. If your child
comes across someone who is spoiling
their experience, or saying horrible
things - make sure you block and
report them.
Blocking will stop them playing with
your child or contacting them again,
while reporting will inform Roblox
who can send that user a message
telling them to stop or just remove
them from the game completely.

Personal Information

One of the number one rules on Roblox is to not share any personal information such as your
age, where you live, your real name or your password (even with real friends). Encourage your
child to treat strangers on Roblox the same way they would a stranger on the street - no one
needs to know their personal stuff to play games with them online.
It’s also important that they don’t share other usernames or gamer tags with other Roblox
players, and especially don’t try to communicate with them through any other site or service.
Encourage your child to talk to you if someone is inviting them to other games or they are asking too many personal questions.

Want to learn more?

Roblox Support:
https://en.help.roblox.com/hc/en-us
Roblox Blog on safety features:
https://blog.roblox.com/2017/03/keeping-community-safe/

What is Sarahah

Sarahah (meaning Honesty in Arabic) is a social network/messaging app
which enables users to send anonymous feedback. It is promoted as a tool
for “discovering your strengths and areas for improvement by receiving
honest feedback from your employees and your friends in a private
manner.” It has been widely criticised for its use for bullying.
Users create an account with a username and a profile
picture. They can send messages to other users if they know
their username and people can message them. The app
doesn’t allow you to post anything to your account and all
messages are text based with no option to attach photos or
videos.
Your username can be shared with friends through apps like
WhatsApp, Instagram, Facebook or Snapchat. It can be
attached to a snap on Snapchat to encourage users to send
feedback on the picture or include it in your Instagram bio
(which cannot be hidden).
Anyone who knows your
username can send you a message through the app or via a
weblink (username.sarahah.com). Anyone who visits that
weblink can send a message whether they have the app or
an account. You cannot reply to any message you receive
and the app wont tell you who sent it.
Sarahah doesn't have a friends or followers system like other
social media apps but does include a search option enabling
other users to find and message people, even if they don’t
know them.

Do age restrictions apply?

Yes. While the app itself does not offer any guidance on age in it’s terms, the Google Play
Store and Apple App store rate it as 16+.

Are there any privacy settings/controls?

Sarahah only has 2 privacy controls available to users. You can stop your username
appearing in the search results within the app and you also have the ability to turn off
feedback from anyone who hasn't registered with the app.
The app will allow you to block a user but only if you know what that’s persons username
is. If you already have their username, search for them and push the block button. The
flag next to it will also report
their behaviour to the makers
of the app.
While
messages
sent
anonymously have a block
option, Sarahah does not
make it clear how that works
if it wasn't sent through the
app.

Things to think about
Online abuse

The greatest risk present to Sarahah users is the abusive
behaviour of others. As seen with similar apps and websites in
the past (such as Ask.FM), these types of services can be easily
abused - A study conducted in 2017 by Netaware found that
many teens feel anonymous services facilitate bullying
behaviour such as name calling, intimidation and death threats.
If your child wants to use Sarahah, talk to them about why they
want it. What are their friends experiences? Why do they want
to use it? Are their other apps which might serve the same
purpose?
As users on Sarahah are not accountable for their comments (no
-one will know who wrote the message) it is important that they
understand the risk of abusive messages through the service
could be quite high. Talking to our children about why people
might choose to send negative comments (even if it was
intended as a joke) could help them understand more about
their own responsibilities to be positive online.

Encourage them to screenshot abusive messages to share with trusted adults and to block/
report the message. This can be done by going to the messages and clicking on the 3 dots
at the top right, selecting either report, block or delete.

Communication

Communication with children and young people is key. Knowing what apps they use and
why they use them can help adults to understand the risk and help them manage it. But
talking about it can be difficult.
Young people are more likely to confide in a friend than an adult as they fear how we will
respond and what our actions would be - ban the app, confiscate the device or take them
off the internet completely. Explaining what we would do if something went wrong and
why we would react in that way may encourage them to be more open about what might
worry them online. It is of the utmost importance that children and young people
understand that it is not their fault that someone behaves in an
abusive manner towards them and that they don’t have to put
up with it!
Bullying can isolate an individual and social media apps can
sometimes make it feel like the whole world is against you.
Telling a trusted adult like a parent/carer or teacher is vital and
can sometimes lessen the impact of the negative feedback they
receive. If a child or young person feels that they don’t have
anyone to talk to, they can always ring a service like Childline
on 0800 1111 or by visiting their website www.childline.org.uk

Want to learn more?

Share Aware Campaign:
https://www.nspcc.org.uk/preventing-abuse/keeping-childrensafe/share-aware/
Information on Sarahah from NSPCC and O2:
https://www.net-aware.org.uk/news/sarahah-news/

What is Fortnite?

Fortnite: Battle Royale (usually just called Fortnite) is a
free to play Player vs Player games available on X-Box
One, Playstation 4 and PC. A mobile version has been
released for IOS but access is limited.
Released in 2017, Fortnite has broken numerous records
and has overtaken Minecraft as the most watched video
game on YouTube. As the game is both free and rated
PEGI 12, it has a huge following amongst children of all ages. It has become the latest gaming
‘obsession’ and media reports have highlighted parental concerns over their children becoming
addicted to playing.
You start the game by jumping onto an island with
99 other players and try to become the last player
standing. As the game progresses, the playing
area gets smaller and smaller as a storm closes in.
Players collect a range of weapons such as handguns, shotguns and rocket launchers from chests
dotted around the island, aiming to use them
against opposing players.
Resources such as wood, brick and steel can be
collected and used to build structure to protect yourself against other players, or to obtain
hard to reach chests.
The game offers 3 standard playing modes and will occasionally feature limited events.

Solo Mode - This is the single player option where you are against 99 other players.

Duo Mode - You and a ‘friend’ play against other duos. You communicate with your
colleague through a headset.

Squad Mode - You and 3 other ‘friends’ can play against other squads. As a squad, you
can communicate through a headset.

Do age restrictions apply?

Fortnite is rated as PEGI 12 for frequent scenes of mild violence. While the main purpose of
the game is to shoot your opponent, the violence has been described as ‘cartoony’. Other
online services required to play that game (such as X-Box Live, PSN, Twitch) may have
different age requirements.

Are there any privacy settings/controls?

You can be randomly matched against 99 other
players, however, some game modes give you the
ability to play and communicate with your
teammates. If you don’t have any ‘friends’ online
to play with, the game will match you with other
random players. This ability can be turned off by
selecting ‘No Fill’ before you start the game. The
only other privacy option is to set your ‘party’ (the
other players in your squad) to private so that other players have to be invited.
There is a reporting option available if a player is being abusive or disruptive and players can
be blocked through X-Box Live or the PlayStation Network.
Fortnite does include an option to link your game to a live streaming service such as Twitch,
allowing you to broadcast the game you are playing live (including your voice chat). This can
be disabled in the game settings on the lobby screen before you start the game.

Things to thins about
Strangers

While many children and young people love the ability to
play with and against random players online, there are
certain risks to communicating with strangers online.
While fortnite is as 12 rated game, many players are
older teens and adults who may not always behave in an
appropriate way or with appropriate language.
Encourage your children not to add strangers they’ve played with on Fortnite as online friends
and ensure they limit the amount of personal information they share. It’s important to
remember that there are individuals who may pretend to be friendly or offer to help them play
the game better in order to create a friendship. Even if someone is really nice while playing
online, they are still a stranger and should be treated the same way as they would treat a
stranger in the street - we don’t have to be rude, just careful what we share with them.

Taking a break

While video games can sometimes be a positive
experience, too much of anything can be a bad
thing. Many children have spoke about becoming
frustrated or angry when playing so encouraging
regular breaks when playing or limiting the amount
of time they spend playing the game each day can
be hugely beneficial. Games consoles can be set up
to allow parents to enforce time limits on devices,
a guide to setting up parental controls can be found
at www.internetmatters.org

Abusive behaviour

As Fortnite is a competitive game, there are players who sometimes get frustrated or angry
when they win or lose. Playing as a member of a duo or in a squad means that individual
mistakes may be heavily criticised and behaviour can sometimes turn abusive. The chat
function can be turned off within the game but it is a critical element of working as a team so
if you feel comfortable for your child to play the game and communicate with their
teammates, always ensure they know how to block other players, mute them on the chat if
needed and report any abusive behaviour through the game.

Micro Transactions

While Fortnite is free to play, there are elements
of the game which can be brought with real world
money. Fortnite uses a currency called ‘V-Bucks’
which can be purchased within the game and then
spent on cosmetic elements of the game such as
skins (changing the look of the player) and emotes
(animations which characters can perform).
If you have linked a debit or credit card with you PC or console, make sure that it asks for a
password to complete every purchase to make sure you don’t end up with an unwanted bill at
the end of the moth!

Staying Safe When Using a Smart TV
Smart TVs (also known as Connected TVs) integrate television with the internet. When
connected to the internet, they enable you to search and find videos, movies, photos and other
content on the web by interacting via your remote control – or with some models via your
smartphone or tablet.
Therefore you can search the internet, access social media and use apps like Netflix, Skype and
YouTube without having to switch between devices. Some also have a built-in webcam.
Some smart TVs also have the ability to monitor and analyse your usage history, data which is
used to make recommendations for programmes and content you may like.

The Risks








Connection to your Wi-Fi means that your smart TV could be accessed without your
authorisation, leading to:
Your viewing, browsing and other usage history being seen and used against you for illegal
purposes.
Your viewing, browsing and other usage history being seen and used to target you with
advertising messages.
Being targeted with instant advertising messages based precisely on what you are doing
whilst in front of the smart TV.
Your smart TV’s webcam and microphone (if fitted) being hijacked to view/eavesdrop on
your and your family, or to find out what possessions you have.
Access to information, photos and other data on storage devices (such as USB sticks)
connected to your smart TV.
Your smart TV becoming part of a botnet, commonly used to attack corporate or
government websites.

Protecting Your Privacy

Quite simply, if you do not wish to risk your usage habits being monitored, disconnect your
smart TV from the internet. This will mean, however, that you will not be able to use its online
features.
If you are concerned only about your webcam and/or microphone being hijacked, simply cover
them with opaque tape or a sticky note. The function which enables you to control your TV
from your movements will also be disabled.

What is sexting?
Sexting is when someone shares sexual, naked or semi-naked images or videos of themselves or
others, or sends sexually explicit messages.
They can be sent using mobiles, tablets, smartphones, laptops—any device that allows you to
share media and messages.
Sexting may also be called:

Trading nudes

Dirties

Pic for pic

What the law says

Sexting can be seen as harmless but creating or sharing explicit
images of a child is illegal, even if the person doing it is a
child. A young person is breaking the law if they:




Take an explicit photo or video of themselves or a friend.
Share an explicit image or video of a child, even if it’s shared between children of the
same age.
Possess, download or store an explicit image or video of a child, even if the child gave
their permission for it to be created.

However, as of January 2016 in England and Wales, if a young person is found creating or
sharing images, the police can choose to record that a crime has been committed but that
taking
formal action isn’t in the public interest.
Crimes recorded this way are unlikely to appear on future record or checks, unless the young
person has been involved in other similar activities which may indicate that they’re at risk.
Find out more about legislation on child abuse matters.

Why do young people sext?

There are many reasons why a young person may want to send a naked or semi-naked picture,
video or message to someone else.







Joining in because they think that ‘everyone is doing it’
Boosting their self-esteem.
Flirting with others and testing their sexual identity.
Exploring their sexual feelings.
To get attention and connect with new people on social media.
They may find it difficult to say no if somebody asks them for an explicit image,
especially if the person asking is persistent.

For more
sexting/

information

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/

How to set up Facebook privacy controls
Facebook’s privacy controls enable users to share their posts, photos,
tags and other content with the people they want.
Facebook is one of the most popular websites in the world, with more
than 900 million active users. It has a minimum age limit of 13.
Its privacy controls enable users to decide which people can see their information. These
controls can now be found right next to the things they share, so it’s clear who sees their stuff.
Facebook maintains added protections and security settings for 12 to 17 years olds. So, if your
child has registers on Facebook as being under 18, they don’t have public search listings
created for them (e.g. their full Facebook profile or timeline won’t come up in a search on
Google) and their information is limited to friends, friends of friends and networks (like the
school they attend), even if they have chosen to make it available to everyone. Their name,
profile picture, gender and networks are visible to everyone, however.

Step 1
How sharing works on Facebook

If your child has registered on Facebook as being under 18, they can share their posts with a
maximum of ‘friends of their friends’.

Tag who they’re with

Your child can click this button to add tags of their friends or friends of friends. Adding a tag
instantly creates a link to the person’s profile (timeline) and may share their posts with their
friends.

Say where they are

Your son or daughter can share what
city or neighbourhood they’re in
with every post they make, or share
a particular place, like a park or
café. If they have registered on
Facebook as being under 18, they
can share their location with a
maximum of ‘friends of their
friends’.

Manager privacy right where they post

They can choose who sees their status updates, photos and profile (timeline) info using the
inline audience selector - at the time they share or afterwards.

Step 2
How can they control each post?

If your child has registered on Facebook as being under 18, they can share their posts with a
maximum of ‘friends of their friends’.
Whenever your child posts content (like a status update, photo or check-in), they can select a
specific audience. To do this, they simply need to click on the sharing icon and choose whether they want the post to be seen by 'friends’ or a ‘custom’ audience, for example.
If your child does not change their audience selection, their information will be shared with
the last audience they selected.

If your son or daughter tags someone on
Facebook (e.g. assigns a name to someone in
a photo and links the photo to the person’s
Facebook profile or timeline) or approves a
tag added by someone else, that person and
their friends can see their post no matter
what audience they selected.

Step 3
How can they control their profile?

If your child has registered on Facebook as being under 18, they can share their posts with a
maximum of ‘friends of their friends’.
Whenever your child tags things in their profile (timeline), they can select a specific audience
or even customise their audience.
To do this, they simply need to choose
who can see it (friends or friends, friends,
specific people, lists or only me).
When they select an audience for their
friends list, they are only controlling who
can see it on their profile (timeline).
When someone tags your child in a post,
they can choose whether they want that
post to appear on their profile (timeline).
They can either approve the post
individually or approve all posts by their
friends.

Step 4
How can they control what their friends share about them?

If your child has registered on Facebook as being under 18, they can share their posts with a
maximum of ‘friends of their friends’.
If they are tagged in a post (such as a photo or status update), that post will contain a link to
their profile (timeline). If someone clicks on the link, they will see their public information
and anything else they let them see.
If your child has registered on Facebook as being under
18, friends and friends of friends can tag your child in
anything. If your child wants more control over other
people’s posts in which they feature, including photos,
they can enable the tagging review option on Facebook.
This allows them to approve or reject posts tagged with
their name before they go on their profile (timeline).
They might also want to ask their friends not to tag
them as a general rule.
If your child doesn't like a tagged post after it has
appeared on Facebook, they can choose to (a) remove it
from their profile (timeline), (b) send a message asking
the person who posted it to remove (c) report it to
Facebook or (d) block the owner of the post.

How to set up Google SafeSearch
Google’s SafeSearch filters give parents the ability
to change their browser setting to prevent adult
content from appearing on their children’s search
results.
Searching online is a popular activity among young people. Whether they’re looking for information to support their hobbies and interests, researching their homework or simply trying to
find the answer to a question that’s been niggling them, Google is often their first port of call.
As a parent, you need to be aware that your son or daughter might come across inappropriate
content during their online search - even if they’re searching on a seemingly harmless keyword
or subject.
The good news is that Google offers a SafeSearch feature, which helps you to keep adult content out of search results. SafeSearch screens websites that contain sexually-explicit content
and removes them from your search results.
Whilst no filter is 100% accurate, SafeSearch helps your children to avoid inappropriate content
online.

Step 1 - Go to www.google.com

Start typing a keyword in the search box and click ‘Search’. The gear icon will appear on the
right of the page. Click on the gear icon, then click on ‘Search settings’ in the drop down
menu.
Alternatively, you can go to www.google.com/preference to access Google SafeSearch.

Step 2 - Choose Filet

On the ‘Search Settings’ page choose the level of filter you would like activated on your family’s computer.
‘Strict Filtering’ filters both explicit text and explicit images whilst ‘Moderate Filtering’ filters
explicit images only (NB: Moderate is the default filter setting on Google).

Step 3 - Lock SafeSearch

If you have a Google account you can lock SafeSearch on your family’s computer so that ‘strict
filtering’ is always in place and no-one except you can change the settings.
If you’re not already signed in to your Google account, you’ll be asked to sign in. Once, you’re
signed in, click on ‘Lock SafeSearch’.
It might take a moment for the filters to be applied to all Google domains, then you’ll see a
confirmation page once the lock is engaged.
If you have more than one browser on your computer or if your family computer has more than
one user profile, you’ll need to set the lock on each one.
When SafeSearch is locked in place, you’ll see a set of coloured balls at the top of all search
pages. If the coloured balls aren’t there, SafeSearch is no longer locked.
Please note: Google does its best to keep SafeSearch as up-to-date and comprehensive as possible, but inappropriate sites do sometimes get through. If you have SafeSearch activated on
your computer and still find offensive content in your results, visit Google’s Web page removal
request page to let them know about the site or image you found.

How to set up YouTube Safety Mode
YouTube Safety Mode enables parents to choose whether
to limit content on YouTube that might be unsuitable for
their children, even though it’s not against YouTube’s
Community Guidelines.
When you opt in to Safety Mode, videos with mature content or that have been age restricted
will not show up in a video search, related videos, playlists, shows and movies.

Step 1 - Go to safety preference

Simply go to the bottom of any page on YouTube and click
the grey ‘Safety’ button to open the preference setting.

Step 2 - Turn Safety Mode ‘on’ or ‘off’

Choose to turn Safety Mode ‘on’ or ‘off’ and click Save. If
you turn it on and you have a YouTube / Google account, you
can sign in to your account and lock Safety Mode so that
no-one else can change the settings whenever YouTube is
accessed from that browser.

Links to further information can be found at;
www.lincolnshire.gov.uk/lscb/parents/e-safety/
We would recommend look at the following documents uploaded to the website
address above;
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Risks Children Face Online: Cyberbullying

Cyber bullying that takes place via technology. Whether on gaming sites, through a mobile
device or via a social networking site, the effects can be devastating for the young people
involved.
With online technologies accessible 24 hours a day, cyberbullying can be relentless. It can also
intrude on spaces that were previously personal, for example at home; it can feel that there is
no escape from it.
21% of 8 to 11 year olds have been deliberately targeted, threatened or humiliated by an
individual or group through the use of mobile phone or the internet and 28% of 11 to 16 year
olds.
The use of technology can increase the audience of the bullying and multiply the number of
bullies involved, as young people re-post, send or ‘like’ bullying content. Bullies can also
attempts to be anonymous which ca be extremely distressing for the victim.
As hard as it can be to admit, it is also possible that your child is or has been a bully. They
could have set up or joined a malicious profile or ‘liked’ a mean comment they have seen
about someone online. They could be acting in this way due to peer pressure or in retaliation
for something that has happened to them. When talking to your child about bullying it is
important to let them know how you as a family feel about the act. Talk to them about how it
makes others feel and the consequences of their actions.

What to do if my child is being Cyberbullied
Offer reassurance and support. Your child may be in need of emotional support
or feel like they have nowhere to turn. It is rare that cyberbullying is only taking
place online and is often someone your child knows through school or a group they
attend. Their school should have policies and procedures for dealing with
cyberbullying.
Your child could visit Cybermentors. This is an online counselling service with a
difference; the counsellors are also children and young people./ This site has
proved very popular and offers practical advice—www.cybermentors.org
Tell your child that if they are being bullied to always keep the evidence.
Whether it’s a text message or email, tell them not to reply to the bully or delete
the comments. Ask your child if they know the bully or where the messages are
coming from. Often it is someone within the school environment and can be dealt
with quickly and effectively with assistant from the school.
Block the bullies. If someone is bullying your child on a social networking or chat
site encourage them to block or delete the individual so that they can’t be
contacted by them anymore.
Report any bullying content to the website it’s hosted on. If content has been
posted, for example a video or image, which is upsetting your child you should re
port it to the website, for example, Facebook. Learn how you would report content
on sites like Facebook and YouTube; every site is different. Contacting the website
is the only way to get the offensive content removed, unless it is illegal. In cases of
illegal content, indecent images or videos of young people under 18, contact your
local Police or report it to www.clickceop.police.uk

Risks children face online: Online grooming
What is online grooming?
Grooming is a process used to prepare a child for sexual abuse. An offender’s aim when
grooming will be to gain access to a child and build a relationship with that child. Grooming
can take many different forms, from one off contact which may include sexual advances, to a
series of events over time. It may start with an adult scanning websites to identify a
vulnerable child or befriending a child, perhaps by pretending to have common hobbies or interests or using flattery to trick a child into trusting them.
Online it is easier for an offender to lie and gain one to one contact with a child, for example
through a social networking or gaming site. They can share images or videos relating to their
claimed common interests and build a ‘relationship’ away from any adult supervision.
Once a relationship is established an offender may then introduce sexual themes to the
conversation, for example, asking the child about their sexual experiences, sharing pornography with them or asking them for sexual pictures of themselves. Different offenders will have
different approaches so whereas this process may be very quick it can also take days, weeks or
even months. Often an offender will attempt to get a child to meet them in the real world in
order to abuse them. Increasingly some offenders are also persuading children to perform
sexual acts on webcam.

Signs of grooming
Look out for unhealthy or heightened level of internet usage. Has your child become more
secretive about who they are talking to and where they conduct their online conversations?
To your knowledge has your child engaged in any sexual behaviour online or via text, chat or
webcam? Have they got any new electronic devices or gifts that they may not have been able
to obtain for themselves?
Talk to your child about meeting their online friend’s offline. If they intend to meet any of
these online friends you need to set clear boundaries, tell them why you are concerned for
their safety and that they must take you or a trusted adult with them to the meeting.

What can parents and carers do to protect their child online?
Parents and carers need to be mindful that part of the fun of being online is communicating
and often sites are designed for you to do so with people you don’t know. It is important to
talk to your child about who they are friends with and how to manage these online
relationships.

Not sure where to start? Talk to your child about:





What sites they use
The friends they have and how they know them
How they communicate with these friends
The type of information they can share

Risks children face online: Online grooming
Top Tips
Talk to your child about online grooming. Explain how easy it can be to lie online
and the reasons why an adult may wish to contact them.
For primary age children talk to them about the topic in the context of stranger
danger. Strangers are people you or they don’t know. In the online world there are
strangers too and they must not talk privately with them or give out any personal
information online.
For older children, the conversation might be a little more difficult. They may
have built quite an online network over the years and might feel you’re intruding in
to their private matters. Why not use one of the Thinkuknow resources to open a
conversation. Our age appropriate education films are available through the parents
and carers website (www.thinkuknow.co.uk/parents) or CEOP YouTube channel
(www.youtube.co.uk/ceop).
Talk about their online friends. Ask them to think carefully about who they chat
and share information with. If they don’t know them in the real world hey need to
delete or limit what they share with them, for example not sharing their photos,
videos or their locations.
Let your child know that you are always there for support. Let them know that
you understand how easy it can be to get into difficulties online. Get them to talk
to you if anyone makes inappropriate/sexual comments and ensure they know that,
no matter what’s happened, you are thee to help.
Learn how to report any inappropriate contact made to your child online. This
can be done via the ClickCEOP button at www.ceop.police.uk
The Child Exploitations and Online Protection Centre (CEOP)
CEOP is a Police led, child protection agency which specialises in tackling sexual abuse on and
offline. Through its education programme, Thinkuknow, CEOP offers a range of safety information for children, young people, practitioners and parents/carers. For more information visit www.thinkuknow.co.uk/parents
Reporting to CEOP
If someone has acted inappropriately towards your child, it may be sexual chat, being asked to
do something that makes them feel uncomfortable or someone being insistent on meeting up,
you must report it to ClickCEOP at www.ceop.police.uk

Risks children face online: Accessing inappropriate websites
The internet is open to anyone to past and create content so sometimes your child may see
things they wish they hadn’t, or access sites that are inappropriate for their age.
Inappropriate can mean different things to different people, from swear words to pornographic
images or videos, and what is inappropriate for your child will also change as they grow and
develop.
There are a range of things online that might upset children and affect what should be a
healthy online experience. It’s important to remember that inappropriate content online
includes pornographic content, but could also include other content such as race hate, pro
eating disorders or gambling sites.
23% of 8 - 11 year olds say they dislike inappropriate content online as do 15% of 12 - 15 years
olds.
If your child is using the internet, you should discuss the type of things they might see no
matter what age they are.

Online Pornography
Children may stumble across content online or actively search for sexual content which isn’t
appropriate for their age. It is natural for children to push boundaries and explore, however, it
can be risky. Online it is easy to quickly access a wide variety of pornographic content
including hardcore and extreme images and videos.
As the researcher Martin Flood noted ‘Pornography is a poor and indeed dangerous, sex
educator’. Pornography rarely presents sex in the context of a loving relationship and there is
concern that early exposure to hardcore pornography could give young people unhealthy views
about the opposite sex and what they can expect from them.
Though it may be difficult, it is important to talk to children and young people about
pornography and how it can provide an unrealistic portrayal of sex and relationships.

What can you do to reduce the risk of your child coming across inappropriate
material online?
The internet is not centrally moderated, but as a parent you can set controls on your child’s
internet access in the home. Parental controls packages can enable you to block access to
adult websites, such a pornographic and gambling sites.
63% of teens surveyed admit they know how to hide what they do online from their parents.
Setting age appropriate controls on the sites they use and your network can help reduce the
risk, but remember no filter is 100% accurate. Contact the provider of your internet package,
such a Sky, BT or Talk Talk as the majority of service providers now offer free parental control
packages. Make sure you do the same on your child’s phone and all internet enabled devices.
Setting age appropriate controls is important but ensure that you also have an ongoing conversation with your child about content online. Ask them to tell you if they see anything that
make them feel uncomfortable or upset, so you can help and support them.
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The Designated Officer / LADO
(Local Authority Designated Officer)
What is a LADO?
The LADO is the local authority designated officer and the person responsible for managing and
overseeing concerns, allegations or offences relating to staff and volunteers in any
organisation, including Spalding Academy.
They will provide advice, guidance and help to determine whether a problem sits within the
scope of the school’s and local authority procedures.
Your first contact is with the school—however, if you do not feel confident to raise your
concerns with the designated team in school then you can contact the LADO.
If you need to contact the LADO, please contact:

01522 554668

