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Work
You could start work with an IT security firm, for
example as a support technician after doing GCSEs or
A levels, then work your way up while studying for
further qualifications on the job.
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Other Routes
If you have a degree or relevant
work experience, you could apply

Apprenticeship
You could apply to do an apprenticeship, such as:
*  Cyber Security Technologist Level 4 Higher for the MI5 Intelligence and Data
Apprenticeship ) Analyst Development Programme.
* Digital Forensic Technician Level 4 Higher —A 0 < Sopm——s
Apprenticeship
*  Cyber Security Technical Professional Level 6 - \
Degree Apprenticeship
*  Advanced Digital Forensic Professional Level 7
Degree Apprenticeship
Entry requirements
4 or 5 GCSEs at grades 9 to 4 (A* to C) and A levels,
or equivalent, for a higher or degree apprenticeship
a degree in a relevant subject

University

You can do a degree or postgraduate qualification in

one of the following subjects:

* computer science

* computer or cyber security

* mathematics

* network engineering and security

* You could take a postgraduate course in
computing or cyber security if your first degree is
not in a related subject, or if you have a lot of
industry experience.

Entry requirements

2 to 3 A levels, or equivalent, for a degree

a degree in a relevant subject for postgraduate

study

Restrictions and Requirements
For public sector work, you may need
to go through UK Security Vetting.
This includes:

A counter terrorist check

A security check (SC) - for access to
information classified as 'secret’
Developed vetting (DV) - for access to
information classified as 'top secret’
For private sector work, you may not
need to be vetted unless you're
working on government systems.



https://www.mi5.gov.uk/careers/opportunities/intelligence-and-data-analyst-development-programme-idadp
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With experience, you could become a specialised cyber
security lead and then head of cyber security.

You could also work as a freelance security contractor.

)

Identify common weaknesses in

IT networks

Use digital resources to gather information

and evidence

Use computer forensics to identify attackers and
their methods

Analyse threats to major security systems
Monitor new threats and assess their impact
Keep databases of threats and hackers

Produce threat assessment reports and recommend actions
Develop relationships with other organisations and share security
knowledge

Update your skills and knowledge

Working

conditions
You could work in an
office or at a client's
business.
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Cyber security professionals

wf“.efla kg 1P8y Erljnﬁa'ljza(‘j{ Weekly P Annual P Weekly P Annual P
eekly Pay nnual Pay eekly Pay nnual Pay
HoursMWeek H0u|-|’y Pay £1,020 £53,040 £760 £39,520
40h £25 Hours/\Week Hourly Pay Hours/Week Hourly Pay
Workforce Change (projected) 46h £22 37h £21

Growth Workforce Change (projected) Workforce Change (projected)

11.1% Growth Growth

0 0,
The workforce is projected to grow by 11.1% over the 11 1 /:J 1 2'2 I/O

period to 2033, creating 4,000 jobs. The workforce is projected to grow by 11.1% over the || The workforce is projected to grow by 12.2% over the
period to 2035, creating 55,100 jobs. period to 2035, creating 8,900 jobs.

You might find this job in
Computer programming, etc You might find this job in You might find this job in
Head offices, etc Computer programming, etc Health
Legal & accounting Head offices, etc Head offices, etc
Security, etc Auiliary services Education
Telecommunications Retail trade Public admin. & defence
Financial services Retail trade
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Take a look at these short videos for inspiration...
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Cybersecurity Careers Cyber Threat Intelligence

WHAT IS
CYBER THREAT
INTELLIGENCE?

Cyber Threat Intelligence 101 - What is Cyber Threat
Intelligence?

An Introduction to Cybersecurity Careers
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Use these links to learn more about our Job of The Week,

Kee 0) LOO k| N g . consider the various pathways leading to the career, what you
can be doing now to help yourself and other roles in the
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Useful Websites

Further information

You can find out more about working in digital
security from the:

National Cyber Security Centre

Security Service MI5

UK Cyber Security Council

If you are under 17 CyberFirst has a
programme of activities including:
* Apprenticeships

* Bursaries

* Competitions

* Courses
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https://www.ncsc.gov.uk/education-research
https://www.mi5.gov.uk/careers/opportunities/technology
https://www.ukcybersecuritycouncil.org.uk/careers-and-learning/
https://www.ncsc.gov.uk/cyberfirst/overview
https://www.youtube.com/watch?v=K_ZdTxGSC6A
https://www.youtube.com/watch?v=-AkuKKJ8dN0&t=56s

